Nudpopmanus

Mo NPoPWIAKTHKE NPECTYIJIEHU, COBEPIIEHHBIX ¢ UCNO0JIb30BAHUEM
UHGPOPMALMOHHO-TEJIEKOMMYHUKANMOHHBIX TEXHOJIOT Uil

K wnanbonee pacrnpocTpaHEHHBIM BHUJAM JAUCTAHIIMOHHBIX MOILIEHHUYECTB,
coBepiieHHbIX Ha Tepputopuu T. Cankr-IlerepOypra u Jlenunrpajackoit o6Gnacty,
OTHOCATCS:

- «bUMMHT» — BUJ JAWCTAHIIMOHHOTO MOIIEHHUYECTBA, MPU COBEPUICHUH
KOTOPOTO  3JIOYMBIIUIEHHUKA (B  XOJ€ TelIeQOHHOTO pasroBopa, IOCPEICTBOM
HaIlpaBJIEHUS JJEKTPOHHOIO TMHCbMAa WJIM CMC-COOOIICHMS) MOJY4YaloT JINYHBIE
KOH(UJIEHIIMATbHBIE JaHHbIE 0 OAHKOBCKOM KapTe, HOMEPE CYeTa, JOTUHBI U Mapou s
BXOJla B MHTEpPHET-0AHK, a TakKe Mapoyd Oe30MacHOCTH, MO3BOJISIOUIME MPOU3BECTU
CIIMCaHUE HaXOASAIMXCd Ha OaHKOBCKOM KapTe JEHEeXKHbIX cpeactB. JKepTBamu
YKa3aHHOTO  BHMJIa  MOILIECHHUYECTBAa  3a4acTyl0  CTAHOBSATCS  HE3alllUILIEHHBIE,
Manoo0pa3oBaHHbIE, JOBEpUYMBBIE cilou  HaceneHus. llpencraBnssch  3adacTyro
COTPYJHUKAaMU KPEIUTHBIX OpraHU3alMi, IPECTYIHUKU BBOJAT B 3a0JIyKJI€HUE TPpaKIaH
OTHOCUTEJIBHO COBEPIIAEMbIX HECAHKIMOHMPOBAHHBIX CHUCAHUN JIEHEKHBIX CpPEJICTB,
OCYUIECTBJISIEMBIX TMOKYIKax M T.I., MOCJE YEro MNpOCAT Ha3BaTh KOH(QUICHUIMAIbHBIC
CBEJICHUSI C IIEJIbI0 MPECEYEHUs] BO3MOXKHOI'O COBEpUIEHUS MpecTymuieHus. ['paxnane,
JOBEPsIsl MOyYeHHOM MH(pOpMaIK, Kejlas 00€30MaCUTh CBOM JIEHEXKHBIE CPEJICTBA OT
MPECTYIHBIX MOCATATENBCTB, COOOIIAIOT 3alpalluBaeMyl0 MH(OpMaLUI0, B Pe3ysbTare
Yero 3JI0YMBIIUIEHHUKY TOXUIIAIOT MPUHAIJIEKAITNE UM JIEHEKHBIE CPEJCTBA.

- «(hapMuHr» - mpoueaypa CKphITOrO HampaBieHHs Ha JOXHBIN [P-aapec, To
€CTh HaIpaBJICHHE MOJIb30BaTEIsl HAa (PUKTUBHBIA BEO-CAlT, Yalle BCEro MCIOJIb3yEeMbIN
VI TIpUoOpeTeHusT ToBapoB M yciayr (ozon.ru, avito.ru, aliexpress.ru, joom, biglion,
KYIUHATOP, KacCUp.py, Ouerep, caThl 1o npojaxe OUSIETOB Ha XK/A U aBUATPAHCIIOPT U

ap.);
- «JIBOWHAS TpaH3aKI¥s» (IIPH OIJIaTe TOBAPOB M YCIYT MPOJaBell coo0IIaeT 0o

omuOKe, TpenjaraeT MOBTOPUTH OIEpaluio, a B JalIbHEHUIIIEM JCHEXKHbIE CpEeJCTBa
CIIMCHIBAIOTCA JIBAX/IbI 110 KAXKJIOM U3 MPOBEICHHBIX ONEpaInii)

- «TpanmuHTY (MAHUITYISAIANA C KapTpUIepoM 0aHKOMATOB, MO3BOJISIONINE JTUOO
HE BO3BpalllaTh KapTy BIAJENbIly, TH0O CIUCHIBATh BCE JAHHBIC KApPThI IS JTaIbHEHIIIETO
HX HCMOJIb30BaHUs ).

I. OcHoBHBIE cXeMBbI TeJ1e()OHHOI0 MOILICHHUYECTBA:
1. O6MmaH 1o Tenedony.

3BOHOK COTPYJIHHKA OaHKa - KOT/Ia HEU3BECTHBIM MPEACTABISICTCS COTPYIHUKOM CITYXKOBI
Oe30macHOCTH Kakoro-mmbo 6anka u coobmaer, uro ¢ Bamero




OAHKOBCKOI0 CYeTa MPOMCXOAAT OlEepalud IO HECAHKIMOHHPOBAHHOMY CIHCAHMIO
JCHEe)KHBIX CPENICTB, U B LIETSAX 0€30MacHOCTH CUETa IpeajaraeT MepeBecTu cOepeKeHUs
Ha «pEe3epBHBII» wuaM «Oe3omacHbI» cueT. PacmpocTpaHeHbl ciaydae COOOIICHUS
uHpopmanuu 06 opopmiiennu Ha Bac kpenura 1 HEOOXOIUMOCTH MPONTH B IPHUIIOKEHUU
oHJIaliH-baHka 1o onpenenéHHONl CChUIKE ISl €ro AHHYJIMPOBAHUS (BBIIOJIHUTH HHbBIE
WHCTPYKIIUH).

3BOHOK  COTPYJIHMKA _ IIPAaBOOXPAHUTENIBHBIX  OpraHOB -  KOTJa  HEU3BECTHBIN
IPEICTABISIETCd COTPYIHUKOM IOJIMIUM, CIEAOBAaTeIeM M T.J. U COOOIIAET, YTO
MIPOBOJIUTCS CIIeLONEepalus N0 NOUMKE MOILIEHHUKOB U JJIS 3TOr0 HEOOXOAUMO MEPEBECTU
JICHBIM Ha «CleuuagbHbId» cueT. [Ipu 3TOM TpebyeT He 3BOHUTH B 0aHK, TaK Kak
COTPYJIHUKHU OaHKa 3a0/THO C MOIIIEHHUKAMHU.

Bam poncrBeHHuk, 100 OAM3KUN YeaoBeK moman B Oeny (Hampumep, MAIIMHOW COMII
YelIOBeKa MM OOBHHSETCS B COBEPIICHUHW TPECTYIUICHUS), W 3aJCpkKaH COTPYAHHKAMU
MIOJIUIIMM, U HEM3BECTHBIN COOOIAET, YTO JIJIi OCBOOOXKIEHN HEOOXOIUMO TIEPEBECTH Ha
CUET JIEHEXHBIC CPEACTBA JIMOO Il MPUMHUPEHHUS C TOCTPAJaBIIUM JIMOO B KayeCTBE
B3SITKH COTPYJAHHKAM TOJUIINA. BO3MOXKHBI BapHaHTHI, IPH KOTOPHIX B Pa3roBOpE MOXKET
MIPUHSATH y4aCTHE SKOOBI COTPYIHUK IMOJTUITNN, KOTOPBIA OyIeT MOATBEPKIATh CKa3aHHOE.

BAXHO: 310 3BOHAT MOIIIECHHUKU (HECMOTPS Ha TO, YTO ONpPECIUBIIHICS Ha TenedoHe
HOMEP MOXET COOTBETCTBOBATH HOMEpPY TeiepoHa OaHKa WM MPABOOXPAHUTEITHHBIX
OpraHoB, 3a4acTyio — MockoBckoro peruona (499, 495... u T.1.), Tak KaK MPU MOMOIIU
CHEIUATbHBIX YCTPOMCTB MOIIICHHUKH MEHSIOT HOMEpa Ha aOCOJIIOTHO JHO00M HOMEp —
TaK Ha3bIBa€MbIC MOJMEHHBIE HOMEpa), COTPYAHUKHA OAHKOB HUKOI/IA HE 3BOHST CBOUM
KJIIMEHTaM, U TeM 0oJiee, HUKOT/Ia HE TpeOyIOT MEPEeBOJUTH C JUYHOTO CUETa JECHBIU.
[IpencraBuTenn MpaBOOXPAHUTEIBHBIX OPraHOB MOTYT 3BOHUTH TOJBKO JIJIi BBI30BA B
MOMEIIECHUSI TPABOOXPAHUTENIBHBIX OPraHOB C I1EJbI0 TOJY4YeHUsS OOBICHEHUH,
ucTpeOOBaHMs JOKYMEHTOB IO HAXOMSIIMMCS B TMPOU3BOACTBE YTOJOBHBIM JejaM U
Marepuanam MpoBEPOK.

[Ipu mocTymiieHnn Takoro 3BOHKa HEOOXOAUMO MPEPBaTh PA3rOBOP U MEPE3BOHUTH TOMY,
O KOM WUJAET peuyb, JMOO B YKa3aHHBIH TOCYAApCTBEHHBIA OpraH WU KPEIUTHYIO
OpraHU3alUIo JJIsl IEPEeNpOBEPKU HHPOpMALTIH.

2. O0MaH npu Nokynke (Mpojaake) TOBApa HA MHTEPHET caiiTax.

[IpenoniaTa 3a HECYIIECTBYIOIMIMI TOBAp - MOJAETCS OOBSIBICHHUE HAa BOCTPEOOBAHHBIN
TOBAap C MPUBJIEKATEIbHON LIEHOW (HMXKE PBIHOYHOW) C MPUIIOKEHHEM HEHACTOSLIUX
dortorpaduii. B xone oOuieHust «IpoaaBel» YKJIOHSETCS OT BCTPEUU BBUIY KUTEUCKUX
MPUYKH (HET BPEMEHH, 3aHATOCTh Ha padoTe,




yIaJIEHHOCTh PAaCIOJIOKEHHs) U MpeAiaraeT OIIaTUTh TOBAp OE3HAIMYHBIM IUIATEKOM C
FapaHTHUPOBAHHOW TMOCIEIYIOMIEN JOCTABKOM YEPE3 Kypbepa, HO MOCIE NOIYyUYECHUs JEHET,
MPOJABEL- MOILICHHUK MEPECTAECT BBIXOJAUTDH HA CBA3b.

Omnnara MYJDKa 110 MMOYTC HAJIOKCHHBIM IINMATCKOM - 3JIOYMBIINIJICHHUK IIBITAXOTCS
BHAYAJIC 3aIIOJIYUUTh IIPCAOILIATY Ha AOBCPHUH, CCIIM HC II0JY4YACTCA, TO IIpCIjiararoT
IMIOJIYYUTDH 3dKa3 Ha IIOYTC, a IIOTOM pPacCIlJIaTUTHCA. To ecTh Ha moute nepen BI)II[a‘-IGﬁ
3dKa3a BO3bMYT ACHBI'M B pasMCpC €ro CTOMMOCTHU, a IIOKYIIATCJIb BCKPLIB YIIAKOBKY,
BUOUT IMOAACIIKY WUJIH MYJLTK.

[lokynaTenb copamiuBaeT HoMmep KapTbl U koa 3 CMC - no Bamemy oOBsBICHHIO O
npojake ToBapa B HHTepHeTe Bam MO3BOHMII MOKymareib M MOMNPOCUT COOOIIUTH
PEKBU3UTHI OAHKOBCKOM KapThl (IIpEeIBApUTENIHLHO BBISICHUB HOMEP TeledoHa K KOTOPOMY
npuUBsi3aHa KapTa) M CMC-KOJ, 4YTOObI TEpPEeBECTU JEHBIM, SIKOOBI 3TO HYXKHO MJis
O0aHKoBcKoro mepeBoaa. Ha camoMm jene 3TO MOIIEHHUK, KOTOPBIM IBITACTCS BOUTH B
JTUYHBIA KaOWHET OHJIaH-0aHKa U CTIMCaTh BCE JIEHbIW ¢ Baiero cuera.

BAKHO: OmnnauuBaiiTe TOBAap TOJBKO IIOCIE €ro IMOJY4YEHUS] U TPOBEPKU U HE
OTNpAaBIIATE JEHBIW B KadyecTBEe 3ainora (3amatka). s mepeBoja JEHEXKHBIX CPEICTB
JI0CTaTOYHO HOMEpa TenedoHa U APyroi JOMOTHUTEIbHON HH(POPMAIIIU HE TpeOyeTcs.

3. Tesaedonnbie BUPYCHI.

OuyeHb 4YacTo HCHONB3yeTcs ¢dopMa MOIIEHHMYECTBA C HCIIOJIB30BaHHEM Telle(OHHBIX
BHpycoB. Ha Tenedon aboHeHTa MpuxoauT cooOIIeHHE CIeAYoIIero Buaa: «Bam mpurio
MMS-coobmienne. st modydeHHs TPOMAUTE IO CcChUIKe..». [Ipu mepexome mo
yKa3aHHOMY ajipecy Ha TenedOH CKauuBaeTCs BUPYC M IMPOUCXOJUT CIIMCAHUE JCHEKHBIX
CPEJICTB C Balllero CYeTa.

Jpyroii Bu1 MOIIICHHUYECTBA BRITISAUT Tak. [Ipu 3akaze kakoh-1100 yCcIyTru yepes3 KOOk
MOOHMJIBHOTO OTepaTopa Wi MpU CKaYMBAaHUU MOOMIIBHOTO KOHTEHTA a0OHEHTY MPUXOJIUT
npeaymnpexaenue suaa: «Bbel codupaerech OTIPaBUTh COOOIIEHUE HA KOPOTKUNA HOMED ...,
JUTSL TIOATBEP KIEHUSI Olepaluu, OTHpaBbTe cooOieHue ¢ 1udpoit 1, aysg OTMEHBI ¢
udpoit O». [Ipu oTmpaBke MOATBEPKACHUS, CO CUeTa ADOHEHTA CIIMCHIBAIOTCS IEHEKHBIC
cpeacrBa. MOIIEHHUKU MCIOJIB3YIOT CHEUUAIBHBIE ITPOIPAMMBI, KOTOPBIE IO3BOJSIOT
ABTOMATUYECKU T€HEPHUPOBATH THICSYM Takux coobmieHuil. Cpa3y mocie nepeBoja JAeHer
Ha (pabIIMBEIN CYET OHU CHUMAIOTCS ¢ TenedoHa.



BAXXHO: He cnemyer 3BOHUTH 10 HOMEPY, C KOTOPOro oTmpaBieH SMS — BHojHe
BO3MOKHO, UTO B 3TOM cityyae ¢ Bamero tenedona Oyner aBToMaTHUECKU CHATA KPyMHasl
CyMMa U IIEPEXOIUTh 10 COMHUTEIBHBIM CCBLIKAM.

4. OmuO0YHbII epeBoI CPeACTB.

AbGonenty mnoctynaet SMS-coobmieHne O TNOCTYIUIGHMM CpPEACTB Ha €ro CYer,
NEpPEeBEACHHBIX C TOMOLIBI0 ycinyru «MoOuibHbI TiepeBo». Cpasy mnocie 3TOro
MOCTYIaeT 3BOHOK M MY>KYMHA (WJIM >KCHIIHMHA) COOOIIAeT, YTO OIIMOOYHO MepeBel
JEHBI'M Ha €ro CYeT, NPHU 3TOM IPOCHUT BEPHYTh HUX 0OpaTHO TeM ke «MOoOWIbHBIM
epeBoIOM». B JEHCTBUTENBHOCTH JEHBIM HE IOCTYNAIOT Ha Tele(OH, a YeJOBEK
MEPEBOIUT CBOU COOCTBEHHBIE CpPEACTBA. ECIIM MO3BOHUTH M0 YKAa3aHHOMY HOMEPY, OH
MOXKET OBbITh BHE 30HBI jAocTyna. Kpome TOro, CymecTBylOT Takhe€ HOMEpa, IpH
OCYIIIECTBICHUH BBI30Ba HA KOTOPHIE C TeledOoHa CHUMAIOTCS BCE CPEICTRA.

BAXHO: Ecaum Bac mnpocsat mnepeBecTH sKOObI OIIMOOYHO MEPEBEICHHYIO CYyMMY,
HallOMHUTE, YTO JIJII 3TOTO MCHOJIb3yeTCs 4eK. OTroBOpKa, 4TO «UEK MOTEPSH», CKOpee
BCET0, CBUJICTENILCTBYET O TOM, UTO ¢ BaMu 00111aeTcs MOIIIEHHUK.

MOIIEHHUYECTBA C BAHKOBCKUMH KAPTAMMU

bankoBcKkast kKapTa — 3TO HHCTPYMEHT JUIsl COBEPILIECHHUS IIATEXEN U TOCTYIA K HaJUYHBIM
CpeICTBaM Ha cuére, He TpeOYIOIMN I8 3TOro npucyrctsus B Oanke. Ho mpocrora
MCIIOJIb30BaHUsI OAHKOBCKUX KapT OCTaBIISIET MHOKECTBO JIA3€€K JJI1 MOIIEHHUKOB.

[Ipn

MPOBEJICHUM OTEpaluii ¢ KapTou MOJb3YUTECh TOJBKO TEMH OaHKOMaTaMu,
KOTOpPBIE  pPACHOJIOKEHbI B  O€30MacHbIX MecTax ¢ 00OpyIOBaHbl CHUCTEMOM
BHUJICOHAOJIIOICHUSI U OXPAHOW: B TOCYAapCTBEHHBIX YUPEKICHUSIX, OaHKaX, KPYMHBIX
TOPrOBBIX IIEHTPAX U T.[I.

CoBepmiasi omnepanMu C IUIACTUKOBOM KapTOW, CIEAUTE, YTOOBI PAIOM HE
Oobut0 mocTopoHHUX srofed. Habupas I[IMH-kon, mnpukpeiBaiitTe KiaBUATypy pPYKOH.
PexBu3uThl 1 mr0bdas mpoyass HHPOpMalus O TOM, CKOJIBKO CpelcTB BbI CHsIM, U Kakue
urdpbl BBOAWIN B 0AHKOMAT, MOTYT ObITh UCIIOJIb30BaHbl MOILIEHHUKAMHU.

OOpamaiiTe BHUMaHue Ha KapTONPHEMHUK W KJIaBuaTypy Oankomara. Ecmu
OHM  O0OpYyJOBaHBl  KAKUMHU-TMOO  JOTMOJHUTEIbHBIMU  YCTPOWCTBAMH, TO  OT
WCIIOJIb30BaHUsl JaHHOTO OaHKOMara Jyd4Ille BO3AEPXKAaThCd W COOOIIUTh O CBOMX
MO/I03PEHUSX M0 YKa3aHHOMY Ha HEM Telie(poHy.

B ciydyae HexkoppekTHOM paboThl OaHKOMaTra — €clii OH JOJToe BpeMs
HaXOJUTCS B PEKUME OXKUJAHUS UIIH CAMONPOU3BOJILHO MIEpe3arpyKaercs —



OTKQXUTECh OT €ro  MCIOJb30BaHUsA. Beinnka BEpOATHOCTH TOTO, 4TO
MepenpoOrpaMMHUPOBAH 3JTIOYMBIIIJIEHHUKAMMU.

Kak o0e30macurhb ce0s1 0T MOIIIEHHUKOB

1. ITpoBepsiiTe nHPOpPMaLHIO, TOJIYYEHHYIO B X0J€ T€IEPOHHOTO pa3roBopa U UHTEPHET
HEPENUCKH ¢ HEU3BECTHBIMU (OHU MOTYT MPEACTABIIATHCS COTPYIHUKAMHU
MIPaBOOXPAHUTENIBHBIX OPTAHOB, TPEACTABUTEISIMU KPEIUTHBIX OPraHU3aUi ).

2. YcraHoBUTH Ha TenedoH (KOMITBIOTEP) COBPEMEHHOE JIMIIEH3UPOBAHHOE AHTUBUPYCHOE

IIPOrpaMMHOE 00ECIICUECHHE.

3. He ycranaBnuBaiiTe U He coXpaHsiiTe 0€3 MpeBapuTeIbHON MPOBEPKH aHTUBUPYCHOMN
porpamMMoil (aiiiibl, HOJyYEHHbBIE U3 HEHAIEKHBIX UCTOUHUKOB: CKaYaHHBIE C
HEU3BECTHBIX CAalTOB, MPHUCIAHHBIE TIO ANEKTPOHHON NOYTE (I10103pUTENbHBIE (DaliIbI
Jydlllie cpaszy yaajisiTh).

4. Vcnonp3yiiTe NapoJiM HE CBA3aHHbIE ¢ BamyMu nepcoHaIbHBIMU JaHHBIMH.

5. Hu nipu kakux 00CTOATENBCTBAX HE COOOIIANTE PEKBU3UTHI CBOUX OAHKOBCKHX CUETOB
(kapT), MapoJu 1 IPYTyIo MEePCOHAIBHYIO HH(DOPMALIHIO.

6. [TocTaBbTe TMMHUT Ha CyMMY CIMCAHUN WJIM NIEPEBOJIA B JINYHOM KaOuMHEeTe OaHKa.

7. I1o BceM BO3HHMKAIOIIKAM BOIIpocaMm o0Opalarbesi B OaHK, BbIJIABIINN KapTy.

8. He BBINOJHATh HUKAaKUX CPOYHBIX 3aIIPOCOB K JIEUCTBUIO, B TOM YHCJIE II0 YCTAHOBKE

KakuX OBl TO HU OBLIO MPHUIIOKECHUM.

9. He mepexoauTh HU MO KAaKUM CChLIKaM, KOTOPBIE MMPUXOAT Ha e-mail wium nmo SMS.

10. O6paiate Ha Bce cOOOUIEHUS OT OaHKa (HalpuMep, €CiIM OHHU COAEpKaT

rpaMMaTHYECKUE OIINOKH).

11. He nepe3BaHuBaTh O HOMEPAM KOTOPBIE MPUXOAT Ha e-mail wim no SMS.

12 .IlepenpoBepsiiTe NOAITMHHOCTh UHTEPHET-CAUTOB, HA KOTOPBIX OCYILIECTBIISIETE 3aKa3

TOBapa.

bynbsTe 6nurensHbl!
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